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1~ &Rk

2 ~ Zero Day Attack

3 ~ Setuid (Set user id)

4~ g8z (digital certificate )

5 ~ Alternate Data Streams ( ADS)
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= ~ A Denial of Service (DoS) attack is an attempt to make a system
unavailable to the intended user(s), such as preventing access to a
website. This is accomplished when an attacker successfully consumes
all available network or system resources, usually resulting in a
slowdown or server crash. In Figure 1, a Reflection DDoS attack occurs
when attackers spoof their IP address to pose as the intended victim and
then send legitimate requests to legitimate public-facing servers. The
responses to these requests are sent to the intended victim and originate

from legitimate servers.
(- ) Please translate the above paragraph into Chinese. (15 4 )

( = ) Whenever multiple sources are coordinating in the DoS attack, it
becomes known as a DDo0S. How can an administrator do to stop

DDoS attacks? (10 %4 )
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Figure 1: Reflection DDoS



2 ~ The dark web is part of the Internet that is not accessible through
traditional means. It requires that you use a technology like Tor (The
Onion Router) or 12P (Invisible Internet Project) in order to access
websites, email or other services. The deep web is slightly different. It is
simply all of the web pages, or websites that have not been crawled by a
search engine, is hidden behind paywalls or requires a username and
password to access.

(- ) Please translate the above paragraph into Chinese. (15 %4 )

( = ) What kinds of principles or strategies are suitable for law
enforcement agents to investigate dark web crime? Please draw
a Table or Figure to explainit. (10 » )



